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KEYWORDS Abstract  Worldwide usage of mobile smart devices has increased dramatically over
Forensic investigation the past two decades. The popularity of these devices has grown as a result of their
models; increased processing power, storage capacity, and memory; they can now hold
Smart devices; enormous amounts of both personal and private business data. In addition to the
Mobile forensics; consideration of mobile devices, the scope of any forensic investigation has also grown
Network forensics; to include cloud environments. Previously, we proposed a working model that can
Cloud forensics improve the effectiveness and efficiency of an investigation in a multidisciplinary

environment. The study presented herein, however, evaluates a straw man model
derived from current practice models to identify the required improvements. The
study also proposes a new improved process model known as a multidisciplinary digital
forensic investigation process model.
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1. The current state of digital The use of scientifically derived and proven
forensics methods toward the preservation, collection,
validation, identification, analysis, interpreta-
The term ‘digital forensics’ originated as a synonym tion, documentation, and presentation of digi-
for computer forensics, but later expanded to en- tal evidence derived from digital sources for
compass forensic examination of all digital technol- the purpose of facilitation or furthering the
ogies. Reith, Carr, and Gunsch (2002, p. 2) define reconstructlon of .e\'/ents found to !)e crlmlpal,
computer forensics as “the collection of techniques or helping to anticipate unauthorized actions
and tools used to find evidence in a computer.” The shown to be disruptive to planned operation.
same authors, however, explain digital forensics as  Digital forensics can be broken down into catego-
a broader concept to include (p. 2): ries, including computer forensics and mobile for-

ensics. Mobile forensics is used to deal with forensic
investigation of crimes that involve mobile smart
devices, such as smartphones and tablets. Types of
E-mail address: raymond.lutui@aut.ac.nz data that can be retrieved from these smart devices
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include call logs, text messages, and contact lists
(Da-Yu, Shiuh-Jeng, Sharma, & Huang, 2009;
Mellars, 2004).

Due to the omnipresent nature of mobile smart
devices, they play a substantial role in digital crime.
Regardless of their differences, they all carry pre-
cious information that can be vital to an investiga-
tion (Mohtasebi & Dehghantanha, 2013). To obtain
data from a mobile device for forensic analysis, the
investigator needs the help of a tool—and often
more than one. Due to the differences in terms of
technologies employed, investigators will have to
engage different methods and tools depending
on the devices involved (Albano, Castiglione,
Cattaneo, & de Santis, 2011). The most challenging
part is data acquisition, especially when it comes to
acquiring data from volatile memory (Dezfouli
et al., 2012). As described in the NIST Special
Publication 800-101, mobile device forensics is
the art of employing science to extract digital evi-
dence from a mobile device under forensically com-
pliant conditions while employing accepted
techniques (Jansen & Ayers, 2007).

1.1. Digital forensics: Existing standards
and guidelines

Digital data on mobile devices has three known
properties: it is easy to copy, easy to modify, and
difficult to acquire (Lin, Han-Chieh, & Shih-Hao,
2011; Yadav, Ahmad, & Shekhar, 2011). Therefore,
prior to acquiring data from a mobile smart device,
extra precautions must be taken and standard
procedures and base practices must be followed
carefully. This process is purposely implemented
in order to preserve the integrity of the data or

Figure 1. Various fields of digital forensics

change the state of the device (Jansen & Ayers,
2007). Figure 1 shows the relationship of various
fields of digital forensics.

As illustrated, there are four main areas: com-
puter forensics, network forensics, cloud forensics,
and mobile forensics (Lin et al., 2011). Regardless of
the relevant area, the first step in every investiga-
tion is identification. To satisfy the identification
phase, data will be extracted from the target de-
vice. However, the four areas of digital forensics
require different techniques with regard to data
acquisitions.

Extracting data from mobile smart devices is
different from obtaining data from a computer. In
the case of a computer, the hard disk can be isolat-
ed. For that reason, the forensic investigator will
only work with a clone and not the actual data.
However, extracting data from a smartphone’s
internal memory is more challenging (Fang et al.,
2012; Jansen & Ayers, 2007). The most important
component of this practice is to preserve the integ-
rity of potential evidence. Certain principles and
standards must be met so the findings can be admis-
sible in a court of law (Jansen & Ayers, 2007).
Therefore, there is a need to maintain the integrity
and credibility of digital evidence. Reputable orga-
nizations, such as the ACPO in the United Kingdom
and NIST in the United States, have made efforts to
develop guidelines to help investigators.

In the NIST Special Publication 800-101, Wayne
Jansen and Rick Ayers (2007) explained the purpose
of their guidelines is divided into two parts. The
guidelines are designed to help organizations prop-
erly navigate evolving policies and procedures for
dealing with mobile phones. Also, the guidelines aim
to prepare digital forensic experts for dealing with
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Table 1. ACPO guidelines four principles”

Principle 1

No action taken by law enforcement agencies or their agents should change data held on a
computer or storage media which may subsequently be relied upon in court.

Principle 2

In circumstances where a person finds it necessary to access original data held on a computer or on
storage media, that person must be competent to do so and be able to give evidence explaining the
relevance and the implications of their actions.

Principle 3

An audit trail or other record of all processes applied to computer-based electronic evidence
should be created and preserved. An independent third party should be able to examine those
processes and achieve the same result.

Principle 4

The person in charge of the investigation (the case officer) has overall responsibility for ensuring
that the law and these principles are adhered to.

" Source: ACPO (2007)

new circumstances when they arise. These recom-
mendations were created to facilitate efficient and
effective digital forensic investigations on mobile
devices. The NIST guidelines for mobile device for-
ensics are:

® Organizations should ensure that their policies
contain clear statements about forensic consid-
erations involving cell phones.

® QOrganizations should create and maintain proce-
dures and guidelines for performing forensic tasks
on cell phones.

® Organizations should ensure that their policies
and procedures support the reasonable and ap-
propriate use of forensic tools for cell phones.

® Organizations should ensure that their forensic
professionals are prepared to conduct activities in
cell phone forensics.

These recommendations do not define how law
enforcement and investigators handle mobile devi-
ces in an investigation, which must also be consid-
ered. Acquiring digital evidence while trying to
maintain its integrity may seem a challenge. How-
ever, if it is done correctly then it will produce
evidence that is irrefutable and cost effective
(ACPO, 2007). The ACPO argued that the digital
world has evolved but the principles of preserving
evidence are still highly relevant. The following
in Table 1 are the four ACPO principles from the
ACPO guidelines.

In addition to the principles outlined in Table 1,
there are other issues to consider, especially when
working with mobile devices. The investigator must
consider other forensic evidence such as DNA and
fingerprints that can be obtained from the device. In
this regard, examining the device without consider-
ing other forensic data may destroy vital evidence
(ACPO, 2007).

2. Existing investigation procedures

The investigator is required to use standardized
and formalized investigation procedures when
handling digital evidence in order for these find-
ings to be admissible in a court of law. A number of
methods, frameworks, and investigation process
models have been proposed and can be dated back
as far as 1995. International standards are still
being developed to formalize and provide digital
forensic practitioners with a set of standardized
guidelines.

In this section, 12 investigation process models
are reviewed. The first model reviewed is the com-
puter forensic investigation process by Mark Pollitt
(1995). This model focused on the investigation
processes beginning with data acquisition. The mod-
el does not define how the investigator could ap-
proach the crime scene. In 2001, the first Digital
Forensic Research Workshop (DFRWS) extended the
computer forensic investigation process by adding
three extra processes emphasizing the evaluation
stage (Palmer, 2001). This model determined the
path the digital evidence took, starting from its
physical, logical, and legal context. This approach
was debatable because digital evidence must be
gathered by employing approved and reliable meth-
ods (Reith et al., 2002). The six-phase investigative
model from the DFRWS was developed for computer
and network forensics (Palmer, 2001).

The DFRWS investigative model (Palmer, 2001)
addressed the shortcomings of the model from
Mark Pollitt in 1995. The DFRWS model was devel-
oped to cover not only forensic investigation
on computers but networks too. However, the
DFRWS model’s identification phase was under-
developed, as it left out pre-incident preparation
in order to organize the forensic processes
prior to responding to an incident. Pre-incident
processes outline detailed procedures to help
investigators deal with digital and physical evi-
dence (Reith et al., 2002).
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Reith et al. proposed the abstract digital forensic
model in 2002. The model was comprised of nine
investigation phases with an iterative feature im-
plemented between the examination and the
analysis phase. This model was open for critique
as some of the phases could duplicate to a certain
extent. For instance, when responding to an inci-
dent, identifying the appropriate procedure is likely
to involve also determining the technique to be
employed (Baryamureeba & Tushabe, 2004).

Carrier and Spafford (2003) introduced a new
forensic investigation model known as an integrated
digital investigation process. This model was com-
prised of 17 phases organized into five main groups.
The authors outlined the weaknesses of the model.
First, the model’s classifications may be defined as
too general for practical use. Second, there was no
easy method for testing the model, and third, all of
the subcategories added to the model would make it
problematic to utilize. This model failed to define
the process of handling the evidence’s chain of
custody, which is an important aspect of any inves-
tigative work (Perumal, 2009).

The computer forensic field triage process model
(CFFTPM) (Rogers et al., 2006) suggested that the
evidence triage—user’s profile, internet usages, and
the chronological timeline activities—depended on
the type of investigation. The CFFTPM proposed
an onsite or field approach to help an investigator
in identifying, analyzing, and interpreting the evi-
dence in a very short time frame. However, the
CFFTPM model had no requirement for taking the
compromised system or media back to the lab to
obtain a complete image for further examination.
Thus, the CFFTPM framework was not applicable for
all investigative situations (Selamat, Yusof, & Sahib,
2008).

The common process model for incident and
computer forensics was proposed by Freiling and
Schwittay in 2007. This model focused significantly
on analysis, consisting of pre-incident preparation,
pre-analysis, analysis, and post-analysis. The digital
forensic model based on Malaysian investigation
process was proposed by Perumal. According to
Perumal (2009), the previous models do not show
the information process flow focusing on issues such
as chain of custody, attention to fragile evidence,
and data acquisition processes.

A generic process model for network forensics
was proposed by Pilli, Joshi, and Niyogi (2010). The
main purpose of this model was to formalize
a methodology specifically for network-based
investigations. A new feature that this generic mod-
el provided was a connection to the incident re-
sponse through its second phase—the detection
phase. The digital forensic model for digital forensic

investigation was proposed by Ademu, Imafidon, and
Preston in 2011. In this model, the entire investiga-
tion process was iterative and conceptualized into
four different phases. Yusoff, Ismail, and Hassan
(2011) proposed a new generic computer forensic
investigation model (GCFIM). In this study, the au-
thors investigated previous forensic investigation
process models and found that each of the previ-
ously proposed models recommended phases could
be placed in at least one of their own proposed
generic phases.

With regard to forensic investigation in the cloud
environment, this new technology has presented
opportunities for criminal activities and challenges
to law enforcement agencies. Martini and Choo
(2012) proposed a new digital forensic investigation
framework for cloud computing. This framework
was based on the frameworks developed by
McKemmish in 1999 and Kent, Chevalier, Grance,
and Dang in 2006. The key difference is the iteration
feature implemented on the evidence source iden-
tification, preservation phase, examination, and
analysis phase. The decentralized nature of how
datais processed in the cloud creates new disruptive
challenges to investigators. As a result, traditional
ways of acquiring data are no longer practical
(Birk & Wegener, 2011).

When identifying and extracting evidence in a
cloud environment with multitenant architecture,
current forensic procedures cannot be applied
(Almulla, Iraqi, & Jones, 2013; Sharma & Sabharwal,
2012). An outline of mapping processes of the
digital forensic investigation framework was pro-
posed by Selamat, Yusof, and Sahib in 2008. The
mapping process model was a result of reviewing
the existing investigation frameworks and models.
It was evident that each proposed framework
was built on the experience of the previous publi-
cations. The authors also noted that the processes or
activities were slightly different in terms of their
orders.

3. A multidisciplinary investigation
process model

Figure 1 highlights the fact that digital forensics
consists of four main types of technology that all run
on various operating systems. They can access the
internet and contain third-party software applica-
tions, which may host various databases. It is
evident in the literature analysis in Section 2 that
none of the existing models were designed for an
investigation that involved more than one subfield
of digital forensics. We previously introduced
a working model called the straw man model
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Table 2. Features of the straw man model
Features Straw Man Investigation Process Model
Attributes Completeness, consistency, accuracy, reliability, usability, fit with the organization
Properties Efficiency, effectiveness, efficacy, ethicality, elegance, performance

(Cusack & Lutui, 2014). This section is designed to
evaluate the performance of the straw man modelin
order to identify the required improvements.

Our study was guided by design science (DS)
research methodology for information systems re-
search. DS is the design and investigation of artifacts
in context. The DS research methodology phases
incorporate processes for the production of the
artifact. The theory for design and action, in par-
ticular, concerns the principles of form and func-
tion, methods, and justificatory theoretical
knowledge that are used in the development of
IS. The artifact is emphasized as the prime contri-
bution of design science (Gregor, 2006). Additional-
ly, Hevner, March, Park, and Ram (2004) outlined
some criteria that the authors believe are effective
due to their contributions to the novelty of the
artifacts. That is, the models and methods designed
under design science can be evaluated for com-
pleteness, simplicity, consistency, ease of use,
and the quality of results obtained through use of
the method.

Evaluation is the fifth phase of the DS research
methodology, which involves observing and evalu-
ating the effectiveness and efficiency of the artifact
in solving a problem. The evaluation and observa-
tion results from the client/context-centered initi-
ation will be compared with the objectives of a
solution. A satisfaction survey result, client feed-
back, and data from a system performance, such as
availability and response time, will be included in
the evaluation. In this case, data from the case
study and the current standards and guidelines out-
lined in Section 1 will be used to evaluate the straw
man model.

DS research considers the identified problems
from the environment and organizational require-
ments as a significant part of developing the solu-
tion. This includes peoples’ roles, skills, and
characteristics. DS research method also views
the organization’s structure, culture, processes,
and strategies as relevant in a new solution design
and development. Another significant and relevant
part of this process is the technology, its existing
communication infrastructure, applications, and
skills development. DS research requires analyzing
the existing knowledge base rigorously and explor-
ing the literature in both academic and professional
areas to adopt applicable knowledge.

3.1. The straw man model

An artifact should hold the attributes and properties
outlined in Table 2; this is evident in the current
literature. These attributes can be the design goal,
the expected performance measure. DS research
methodology can use the attributes and properties
during the iteration process in reevaluating and
refining the artifact. The artifact in this study is
the aforementioned straw man model. The straw
man model consists of three different subfields of
the digital forensics domain: smart device forensics,
network forensics, and cloud forensics. Each of
these subfields are different in scope, character-
istics, and nature in terms of risks, security, chal-
lenges, etc. (Cusack & Lutui, 2013). Investigating
network forensics differs in scope and objective
from one perspective to another.

For this work, a second case study was set up, in
which the initial test-bed and software tools were
also used to process and analyze the second case
study (Cusack & Lutui, 2014). In the second case
study, the tool extracted the deleted data located in
the unallocated partitions. A piece of code was
found in the unallocated space where potential
evidence may be located. A list of users was also
found with only one legitimate username. Inside this
user’s document directory, a text document named
‘contacts.txt’ was found containing three names,
their street addresses, mobile numbers, and email
addresses.

Another text document named ‘final announce-
ment.txt’ was also found. The information in this
document indicated that some kind of important
event was going to take place. Another text docu-
ment named ‘new cloud. txt’ was found containing a
username and password. A software tool known
as the iPhone Extractor was used to extract the
backup image from the iPad. A directory named
‘SystemConfiguration’ was created and a file
named ‘preferences.plist’ was found. This file con-
tained information about the name of the device
and the name of the wi-fi networks to which that
the device was connected. A ‘.plist’ file named
‘com.apple.lsdidentifiers’ was also found on the
iPad. Three applications from a company known
as Synology Inc. were used to access the cloud. This
file contained login information to a private cloud
that was found in the hard disk image.
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Table 3. Evaluation method
Evaluation Methods Attributes Properties
Observational ® Completeness ® Efficiency
Analytical ® Consistency ® Effectiveness
Experimental ® Accuracy ® Efficacy
pe ® Reliability ® Ethicality
Testing ® Usability ® Elegance
® Fit with the organization ® Performance

3.2. Straw man model improvements

The case study in our previous article (Cusack &
Lutui, 2014) was designed to confirm the problem
identified in the literature: the ever-changing char-
acter of digital forensic investigations on mobile
smart devices and the need of forensic practitioners
to adapt. As a result, a multidisciplinary digital
forensic investigation process model was developed
under the name of the straw man model. The model
was tested on fictitious case studies, which showed
the model’s performance can be optimized and
improved. Investigation process models serve as
boundary objects. The model represents aspects
of forensic investigations for various purposes, to
predict and explain the operation and mechanism of
the investigation.

3.3. Effectiveness and efficiency
evaluation

There are various types of wireless networks that
mobile smart devices utilize and there are various
areas of knowledge in the digital forensics arena. In
comparison to existing investigation process mod-
els, a new model should have the ability to define
the relationships between various subfields in the
digital forensic arena. In order for the model to
successfully define these relationships and optimize
its performance, the features of each process must
be understood. In this subsection, the findings of the
straw man model’s evaluation for effectiveness and
efficiency are reported. Efficiency can be informally
defined as ‘doing things right.” It can also be re-
ferred to as completing a task at minimal time.
Effectiveness, on the other hand, can be described
as ‘doing the right things.” Effectiveness can
add value to processes; it enhances innovation.

Effectiveness is the scope within which objectives
are met and an activity fulfills its purpose. Table 3
shows a combination of the evaluation method used
together with the attributes and properties of the
model. They are used in the evaluation of the
effectiveness and the efficiency of the straw man
model.

There are key influences of effectiveness and
efficiency that can be identified in the literature,
including: speed/movement of the processes, struc-
ture of the model that synchronizes the whole
process, and space created. Providing a transferable
space is a critical factor in terms of task manage-
ment, especially important in order to avoid any
bottlenecks. In the following subsections, the straw
man model is evaluated based on the results gath-
ered from the case studies. The straw man design
and its features are assessed according to the mod-
el’s expected attributes and properties as outlined
in Table 3. The final evaluation is for relevance and
rigor. The data from the case scenarios are used to
evaluate the effectiveness and efficiency of the
straw man model.

It can be seen in the results listed in Table 4 that
the observational and analytical results for process-
es movement were still rated medium. The obser-
vational and analytical results for the structure of
the straw man mode also yielded a medium rating
while the rest of the evaluation results were rated
high. The results from the straw man’s efficiency
evaluation are outlined in Table 5.

The results for the straw man model’s efficiency
evaluation results were similar to the effectiveness
evaluation results. The observational and analytical
results for processes movement among the phases of
the model were rated at medium. The structure of
the model also rated medium under the analytical
and observational test results, while the rest

Table 4. Effectiveness evaluation result
Key Factors Observational Analytical Experimental Testing Descriptive
Speed/Movement Medium Medium High High High
Model Structure Medium Medium High High High
Space High High High High High
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Table 5. Efficiency evaluation result

Key Factors Observational Analytical Experimental Testing Descriptive
Speed/Movement Medium Medium High High High
Model Structure Medium Medium High High High
Space High High High High High
Table 6. The model’s design evaluation result

Attributes/ Observational Analytical Experimental Testing Descriptive
Properties

Completeness Medium Medium High High High
Consistency Medium Medium Low Low High
Accuracy Medium Medium High High High
Performance Medium Medium Medium Medium High
Reliability Medium Medium Medium Medium High
Usability High High High High High
Efficiency Medium Medium High High High
Effectiveness Medium Medium High High High
Ethicality High High High High High

yielded high ratings. Following in subsection the
design of the straw man model is evaluated and
the findings are outlined.

3.4. Design evaluation

The evaluation method was also applied in the
evaluation of the design of the straw man model.
The evaluation results of the design of the straw
man model yielded interesting information, showing
that there is still room for improvement. The
majority of the attributes and properties of the
straw man were rated medium for observational
and analytical factors except for usability and ethi-
cality, which yielded high ratings. Under experimen-
tal and testing, the model rated high for most of the
attributes and properties while performance and
reliability were rated at medium. However, consis-
tency yielded a low rating on both approaches—
experimental and testing. All of the attributes and
properties of the straw man model were rated high
when evaluated under the descriptive approach
(Table 6).

3.5. Relevance and rigor evaluation

Design science research methodology is the ap-
proach employed to guide this study. DS puts
its focuses on the artifact created as a result of a
study, from the development stage to its creation,
optimization, and communication. To support and

justify the development, creation, and evaluation
activities of the new artifact, the existing knowl-
edge base needs to be employed.

The existing knowledge base consists of well-
informed bases and methods that are recognized
among both academic and professional communi-
ties. These methods support evaluation activities of
a new artifact and the results can be used for
improvements. Dresch, Lacerda, and Atntunes
(2015) outlined seven benchmarks of conducting
DS research. However, according to their fifth,
the study should be based on an application of rigors
techniques in both the construction and the evalua-
tion of the straw man model. The purpose is to
validate the study and expose its reliability. It is
important that this is conducted with an appropriate
amount of rigor to demonstrate the suitability of the
straw man model for its proposed application. See
Table 7 for the results yielded when the artifact is
evaluated under the same evaluation methodology.

This evaluation is designed to evaluate the rele-
vance of the problem identified in the literature and
the rigor of the applicable knowledge employed
from the knowledge base. However, when the rele-
vance and rigor of the straw man model is evaluated
under the same evaluation methodology, the results
indicated that improvements are required. Under
observational and analytical, completeness and
consistency were both rated low while accuracy,
reliability, and performance, together with effec-
tiveness and efficiency, were all rated medium.
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Table 7. The model’s relevance and rigor evaluation result

Attributes/ Observational Analytical Experimental Testing Descriptive
Properties

Completeness Low Low Medium Medium High
Consistency Low Low Medium Medium High
Accuracy Medium Medium Medium Medium High
Performance Medium Medium Medium Medium High
Reliability Medium Medium Medium Medium High
Usability High High High High High
Efficiency Medium Medium Medium Medium High
Effectiveness Medium Medium Medium Medium High
Ethicality High High High High High

Along with such approaches as experimental and
testing, the majority of the artifact’s attributes
and properties were rated medium except for us-
ability and ethicality, which were rated high.

3.6. Summary of required improvements

Following in Table 8 is a summary of the results of
the evaluation conducted on the straw man model.
Based on the summary provided, Table 7 highlighted
the weaknesses of the straw man model and areas

where improvements are imminent. As a result,
Figure 2 showed the improved straw man model,
now known as the multidisciplinary digital forensics
investigation process model (MDFIPM). The key in-
dicators for improvements were the areas with a low
rating: consistency and completeness. Consistency
was rated low in the design evaluation and also the
relevance and rigor evaluation.

The report flagged that either the model design is
weak or the structure is incomplete and inconsis-
tent. As a result, the knowledge base was consulted

Table 8. Areas in which improvements are required

EFFECTIVENESS AND EFFICIENCY
Key Factors Observational Analytical Experimental Testing Descriptive
Speed/Movement Medium Medium
Model Structure Medium Medium
DESIGN EVALUATION
Attributes/Properties
Completeness Medium Medium
Consistency Medium Medium Low Low
Accuracy Medium Medium
Performance Medium Medium Medium Medium
Reliability Medium Medium Medium Medium
Efficiency Medium Medium
Effectiveness Medium Medium
RELEVANCE AND RIGOR
Completeness Low Low Medium Medium
Consistency Low Low Medium Medium
Accuracy Medium Medium Medium Medium
Performance Medium Medium Medium Medium
Reliability Medium Medium Medium Medium
Efficiency Medium Medium Medium Medium
Effectiveness Medium Medium Medium Medium
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Figure 2. The multi-disciplinary digital forensic investigation process model
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and brought in again. The standards and principles
developed by organizations such as ISO/IEC, ACPO,
NIST, NIJ were reviewed again against the model’s
areas of weaknesses. Following in Tables 9 and 10 are
the outlined recommendations for improvements
made to the straw man model.

The straw man model promotes preparation,
preservation, and collection. However, in the liter-
ature, identification is more suitable in a network
environment. For collection, on the other hand,
it is recommended that a logical acquisition of
data should be taken before investigators start

Presentation/Report

Return Evidence/Storage/Chain of custody

disconnecting devices in a network environment.
A decision should be made based on the situation
and the environment depending on whether poten-
tial evidence is to be collected or acquired.

Table 10 shows recommendations for improve-
ment regarding investigation in cloud environment.
In this environment, there are various service mod-
els; however, there are three fundamental service
models in particular known as Software as a Service
(Saa$S), Platform as a Service (PaaS), and Infrastruc-
ture as a Service (laaS). One of the recommenda-
tions found in the literature is to identify any data
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Table 9. Recommendation for improvements in network forensics
Straw Man’s Network/Cloud

Preparation Identification by observing physical characteristics such as device design elements, power
connector, or device labels.

Preservation Preserve the status of digital device (don’t switch on/off) unless transport is required and it
cannot be done while the device is operating.

Collection Devices with one physical network connection might be connected to several logical and/or
virtual networks. Thus, before disconnecting, should conduct a logical acquisition of data
related to logical connections. Make a decision on whether to collect or acquire potential
evidence.

Table 10. Recommendation for improvements in cloud forensics

Straw Man’s Network/Cloud
Preparation It is recommended that customers identify the additional data sources unique to the cloud
service model.
Preservation Preservation is the protection of the integrity of potential digital evidence. Potential
digital evidence and digital devices must be safeguarded from tampering or spoliation.
Collection Due to the multitenant nature of cloud infrastructures, acquisition should usually be
preferred over collection to avoid impacts to parties not involved in the matter

that is unique to the cloud service model. In addi-
tion, potential evidence and digital devices need to
be secured properly to avoid further tampering or
spoliation. There is a need to consider the multi-
tenant nature of cloud technology. It is recom-
mended that acquiring the data should always
be considered rather than collecting potential
evidence. This is to avoid impacts to other tenants
of the cloud.

After comparing the recommendations found in
the knowledge base and the results of the straw man
model’s evaluations, the required improvements
were evident. The straw man model’s phases for
network forensics were the same as the phases
for cloud forensics. The evaluation results showed
that these two types of digital forensics are
completely different, with different investigation
environments and requirements. As a result, for
network environment investigations, identification
should be implemented instead of preparation and

Table 11. Summary of improvements for the straw
man model
Straw Man’s MDFIPM MDFIPM
Network/Cloud Network Cloud
Preparation Identification Identification
Preservation Collection/ Data Acquisition
Acquisition
Collection Preservation Preservation
Examination Examination Examination

collection/acquisitions, while cloud environment in-
vestigations should implement acquisition. The new
and improved straw man model is now known as the
multidisciplinary digital forensic investigation pro-
cess model (MDFIPM), as illustrated in Figure 2.

As reflected in the name, the MDFIPM is designed
for an investigation in a multidisciplinary environ-
ment. The main investigation path of the MDFIPM is
the mobile forensics investigation path. Section
1.1. discusses the ACPO’s principles of digital evi-
dence as it showed in Table 1. The purpose of these
principles is to preserve the integrity of the evi-
dence. A similar model was proposed by the U.S
Department of Justice (2001) with advice on how to
handle electronic evidence in the crime scene.
Table 12 compares instructions developed by
the DoJ and ACPO (2007) on how to handle digital
evidence.

To contextualize the context and the scope of the
artifacts, this study endeavored to build a set of
artifacts that can be applied in any jurisdiction and
interpreted by the digital forensic experts to fit
their requirements. The digital forensic experts
can pick up the artifacts and apply the local legal
frameworks, such as the 1995 Evidence Act in
Australia, in order to preserve the integrity of the
evidence. The model and the framework have been
developed to guide a digital forensic investigator
through a complex and difficult problem: how to
execute a digital investigation that is compliant of
the law, up-to-date, and efficient enough to address
the information technology and the problem of cost
to conduct the investigation.
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Table 12. Handling electronic evidence at the crime scene”
DoJ - Standards

Recognition and identification
of the evidence

Documentation of the crime scene

ACPO - Instructions

Any interaction with the handset on a mobile phone could result in loss of
evidence.

Before handling, decide if any other evidence is required from the phone
(such as DNA/fingerprints/drugs/accelerants).

General advice is to switch the handset OFF due to the potential for loss of
data if the battery fails or new network traffic overwrites call logs or
recoverable deleted areas (e.g., SMS); there is also potential for sabotage.
However, investigating officers (OIC) may require the phone to remain on
for monitoring purposes while live inquiries continue. If this is the case,

Collection and preservation
of the evidence

Packaging and transportation
of the evidence

ensure the unit is kept charged and not tampered with. In all events,
power-down the unit prior to transport.

" Source: Ashcroft (2001). Available at https://www.ncjrs.gov/pdffiles1/nij/187736.pdf

In the model (Figure 2), for instance, there are
three divisions: the mobile device process, which is
the main investigation path, and two other paths,
network forensics on one side and cloud forensics on
the other. The mobile device forensics investigation
path can be used on its own, used together with one
of the two secondary paths, or all three may be used
together in an investigation.

4, Conclusion

The straw man model has been evaluated and re-
viewed in order to identify its strengths, weak-
nesses, and opportunities for improvements. The
straw man has been put through a number of eval-
uations: effectiveness and efficiency evaluation,
design evaluation and relevance, and rigor evalua-
tion. These evaluations were run against the DS
evaluation method together with the straw man
attributes and properties.

The evaluation results clearly showed the weak-
nesses of the straw man model and the required
improvements to be made as summarized in
Table 11. Figure 2 shows the improved straw man
model with its new name, the multidisciplinary
digital forensics investigation process model. As
shown in the literature, the digital forensic investi-
gation has a complex nature, so it requires multidis-
ciplinary skills and abilities. The professional
significance of the multidisciplinary digital forensic
investigation process model is that of greater effi-
ciency and effectiveness in digital investigations.
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